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You would like to learn more about penetration testing and IT security 

analysis? We have answered the most important questions below.

FAQ – Penetration Testing and 
IT Security Analysis

1.  W H AT I S A PE N E T R AT I O N T E S T A N D A N  

I T  S EC U R I T Y A N A LYS I S?

During a penetration test and an IT security analysis we 
simulate a realistic cyberattack on your IT infrastructure 
from a hacker‘s perspective. This allows our experts to 
identify existing or potential vulnerabilities in your IT before 
attackers can exploit them. 

2 .  W H AT A R E T H E A DVA N TAG E S O F PE N E T R AT I O N 

T E S T I N G A N D T H E I T  S EC U R I T Y C O N C E P T ?

You receive a comprehensive overview of the vulnerabilities 
in your network, IT system, applications and mobile 
devices. Our experts show you how to protect yourself 

permanently from network attacks to prevent industrial 
espionage and harmful unauthorized access. This allows 
you to protect the confidentiality and integrity of your data 
and reduce your liability risk. 

3 .  W H AT I S T H E PR O C E D U R E F O R C R E AT I N G A N I T 

S EC U R I T Y C O N C E P T ?

We collect all the information relevant for an attack and 
examine your company from the perspective of an attacker. 
Once we have identified vulnerabilities we attempt to 
access them in the role of an external or internal attacker. 
Then we document and analyze the identified weak points 
and work with you to develop relevant countermeasures.
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http://www.tuv.com/informationssicherheit
http://www.tuv.com/en/pentest
https://www.tuv.com/world/en/computer-security-incident-response-team-(csirt).html
https://www.tuv.com/world/en/governance-risk-and-compliance.html
https://www.tuv.com/world/en/iso-27001-isms-setting-up.html
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4 .  W H AT A R E AS A R E C OV E R E D BY T H E I T  S EC U R I T Y 

A N A LYS I S M O D U L E S?

 · Infrastructures

 · Mobile applications

 · WLAN

 · Central components

 · Web applications

 · Rich/fat clients and other applications

 · Source code analysis

 · IT-Forensic

 · Embedded Devices

5 .  D O I  N E E D TO PR OT EC T M YS E LF F R O M N E T WO R K 

AT TAC KS E V E N AS A S M A LL B U S I N E S S?

Yes, because no company is too small for an attack. We 
have applied our experience successfully even for small 
businesses and in a variety of industries.

6 .  WO U L D I  D E T EC T A N E T WO R K AT TAC K ?

No, not necessarily. Many businesses have already fallen 
victim to criminal hackers without noticing. 

7.  I S  A O N E- O FF S EC U R I T Y C H EC K E N O U G H?

A security check is always a snapshot. Both the attacks 
and the tested infrastructure or application continue to 
develop, so that test results become less valuable over 
time. Therefore such tests should be conducted regularly. 
They do not have to cover all aspects, but can instead focus 
on any changes.

YO U H AV E A D I FF E R E N T Q U E S T I O N? C O N TAC T O U R E X PE R T S N OW, W E A R E H A PPY TO H E L P.
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