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Why functional safety without  
cybersecurity is no longer possible.

Digitalization in production automation is steadily increasing. Automated Functionalities 
must keep pace with new industrial IoT technologies in order to make production 
systemsflexibleandproductionprocessesmoreeffective.Cloud-baseddatapro-
cessingandnovelmachinelearningmethodsarethestateoftheart.ITandOT
(OperationalTechnology)securityplayakeyroleinthetechnicalnetworkingofdata.
Thesechangesinthemarketrequirerethinkingformanycompanies,becausecyber-
securityisthusbecominganintegralpartoffunctionalsafety.Onlyifaproduction
plantis“safe”,itcanalsobe“secure”.

       5 Minute Guide

C H A N G E S

 · Morecomplextechnologies,
e.g.ArtificialIntelligence(AI)

 · Networkedcontrollersof
machines

 · Making production more 
flexible

 · Technical and organizational 
convergenceofOTandIT

 · Processes are digitized and 
movedtothecloud

PR OT EC T I V E M E AS U R E S

 · Risk assessment with regard 
tofunctionalsafetyand
cybersecurity

 · IT/OTsecurityanalysis,in
ordertoidentifysecurity
vulnerabilities

 · Testingforfunctionalsafety
ofmachinesandpenetration
testsbeforecommissioning

 · Continuousmonitoringof
systems in operation

R I S KS A N D DA N G E R S

 · Hurtingpeople,pollutionof
theenvironmentandlossof
production

 · Unintentional,unauthorized
ormaliciousinterference
withtheIT/OTsystems

 · Malfunctionsofmachines
andfacilities

 · Manipulationofcontroland
processing systems

 · Manipulationofsensors

In the manufacturing industry.
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F U N C T I O N A L SA F E T Y A N D CY B E R S EC U R I T Y TO U C H P O I N T S W I T H I N T H E M A N U FAC T U R I N G
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TÜVRheinlandIndustryService&Cybersecurity
AmGrauenStein·51105Cologne
Industrial-services@tuv.com
www.tuv.com/fscs
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I N T E R N AT I O N A L S TA N DA R DS,  N O R M S  

A N D G U I D E L I N E S.

Alargenumberofrelevantstandardsandnormsdefinesafe-
tyrequirementsthatoperatorsofaplant,manufacturersof
machinesaswellassystemintegratorsofsafety-related
componentsandsystemsmustfulfil.Thesestandardsare
validandrecommendedworldwide.

E N S U R I N G T H E S EC U R I T Y O F T H E F U T U R E TO DAY.

Newandsmarttechnologiesrequireexpertknowledge.
Withourtopic-specifictrainingsforfunctionalsafetyand
cybersecurity,youcanfurthertrainyouremployeesas 
FSEngineer(TÜVRheinland)orCybersecuritySpecialist
(TÜVRheinland)withcorrespondingcertificates.

R E T H I N K A N D AC T D EC I S I V E LY.

Astheworld’sleadingtestingserviceproviderandconsult-
antinfunctionalsafetyandcybersecurityweoffermachine
manufacturers,systemintegratorsandplantoperatorsa
broadportfolioofservices.Ourexpertsanalyzeallaspects
offunctionalsafetyandcybersecurityalongtheentirelife
cycleofyourproduct,systemorplant-fromtheconcept
through realization to commissioning and maintenance.  
Letusstandtogethertodayforthesafetyoftomorrow.

ContactusforyourindividualIT/OTsecurityanalysis.

WO R L DW I D E

 · IEC62061
 · ISO13849

EU R O PE-W I D E 

 · EUMachineryDirective
 · NISDirective

G E R M A N Y-W I D E

 · ProductSafetyAct(ProdSG)
 · IT Security Act

 · DSGVO

 · ISO27001
 · IEC62443

 · EUCybersecurityAct
 · GDPR

ONLINE CONTACT

Forfunctionalsafetyandcybersecurityaspects, 
thefollowingstandardsarerelevant:

I N DU ST R I A L R O BOT

L I G H T BA R R I E R S

E L EC T R O N I C  
P OW E R D R I V E S

H U M A N M AC H I N E  
I N T E R FAC E A N D P C

C LO U D C O M PU T I N G  
& WO R K FLOWS

PR O G R A M M A B L E LO G I C  
C O N T R O LL E R S A N D 
 S E RV E R S
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https://www.tuv.com/landingpage/en/functional-safety-meets-cybersecurity/forms/index.jsp?wt_mc=Other.external-link.no-interface.CW21_I07_FSCS.CW21_I07_FSCS_EL01.button.5MinuteGuide&cpid=CW21_I07_FSCS_EL01

