
MANAGING CYBERSECURITY RISKS IN OT 

ENVIRONMENTS HELPS TO AVOID

6 STEPS TO IMPROVE CYBERSECURITY WITHIN 

YOUR INDUSTRIAL AND OT ECOSYSTEM

Physical damage / injuries

Reputational damage

Share holder disaffection

Reduction in share price

Loss of customers

Significant fines
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www.tuv.com/en/ot

OUR HERITAGE: INDUSTRIAL SECURITY SERVICES 

FOR MORE THAN 145 YEARS

Our Services

 OT Cybersecurity Risk Assessments

  OT Architecture Review

   OT Systems Penetration Testing

       OT Policy, Process and Procedure Review

        OT Systems Incident Response and Recovery

        OT Systems Security Monitoring
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ATTACKS ON ICS AND OT SYSTEMS ARE INCREASING 

IN FREQUENCY AND SOPHISTICATION

EXPONENTIAL INCREASE IN INDUSTRIAL 

CONTROL SYSTEM AND OT SECURITY 

VULNERABILITIES

GLOBAL TREND OF TARGETED INDUSTRIES
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Operational Technology.

Protected.

Denmark, 2017

World’s largest shipping and logistic carrier affected by 

ransomware; halts global supply chain; hundreds of 

industries affected

South Korea, 2015

Nuclear plant hacked; sensitive 

information posted on twitter

China, 2017

Cyberattack affects over 30,000 

organizations; over 20,000 

petrol stations offline

USA, 2011

Unauthorized manipulation of SCADA 

causes water supply disruption

USA and UK, 2016

Ransomware attack targets hospitals 

and critical life care services disrupted

USA, 2006

Cyberattack on traffic systems 

causes disruption

Canada, 2018

Ontario based rail and transit agency 

under cyberattack

Ukraine, 2015

Cyberattack affects power supply; 230 000 people affected 

France, 2017

Car manufacturing facility stops 

production; cyberattack causes 

shutdown for days

Germany, 2014

Cyberattack on steel mill; loss of control 

of a blast furnace

Germany, 2017

Train and rail services under cyberattack

Iran, 2010

Stuxnet malware targets nuclear enrichment 

facility; causes physical destruction

Threats

2018 PREDICTIONS FOR OT 

AND INDUSTRIAL SECURITY

Impacts

Ransomware Failure of Functional Safety

Disruption of Services

Litigation and Financial Loss

Reputation Damage

Regulatory non-Compliance

Intellectual Property Theft

Cybersecurity Skills Shortage

Denial of Service

Insider (deliberate or 

accidental) Threat

Lack of Understanding of 

the Cybersecurity Risk 

Domain by Functional 

Safety Teams
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WHO NEEDS INDUSTRIAL SECURITY?

Manufacturing

and Production

IT and IP

Enabled

Automation

Smart

Instrumentation

and Control

Internet of

Things (IoT)

Smart Grid and

Technologies

Connected 

Industrial

Networks

Safety Critical

Environment

Hazardous

Environment

Nuclear

Environment

Mission

Critical

Precision

Engineering

 Critical

Manufacturing

Sector

Communications

Sector

 Government and

Commercial Facilities

Sector 

Chemical

Sector

Utility, Water

and Energy

Sector 

Financial

Services

Sector

Emergency

Services

Sector 

Transportation

Systems

Sector 

Nuclear Reactors,

Materials and

Waste Sector 

Industries that use cyber physical systems such as

Industries which operate in a

Critical Infrastructures

Rail and

Transit

Autonomous

Vehicles
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GLOBAL CYBER THREAT TRENDS

Nearly

new malware threats released every day

1 Million
2

are two important standards used to help establish an 

effective industrial and OT cybersecurity program

NIST CSF

IEC 62443 Series

2

Billion US-Dollar

Cybercrime costs the world almost $600 

billion, or 0.8% of global GDP per year

600
2

daily ransomware attacks

were estimated by the FBI for 2016

4,000
2

0

2000 2001 2002 2003 2004 2005 2006 2007

TWO-YEAR ROLLING AVERAGE
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Source: Fireeye
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Source: Demonstrate relative attack frequency on industry based on sector reports

Relative attack frequency based on incidents reported in public domain till year 2017
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Cybercriminals have an exponentially increasing

number of potential targets because the use of cloud

services continues to accelerate.

2016

4+ billion

data records

breached

2016

+ 100 GBPS DDoS attacks

increased in frequency

by 140%

2017

Ransomware

affected 300,000+

computers

2017

On average each DDoS target

was hit 32 times within three

months

2017

Cost of responding to cyberattack

$15 million per company

(27.4% Y-o-Y increase)

2016

357 million new

malware variants

Government regulated transportation

sector systems are subject to an

average of 1,000 attacks each month

Threat Intelligence

Increase in spear-phishing emails (stealing data or

installing malware) against companies operating

nuclear plants
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